SAMBA-AD Helps/How2’s compiled by Mike Gildersleeve

· How do I configure kerberos for Active Directory (AD) integration on Linux?
· What information is needed to troubleshoot a Samba problem?
· I can not join a Windows 2003 Active Directory Domain and/or access shares, what can I check for?
· How do I join an Windows NT domain from Linux?
· How do I configure Samba to use domain accounts for authentication?
· How can I automatically create system accounts for network users connecting to a Samba server?
· What steps do I need to follow to join a Red Hat Enterprise Linux 3 or 4 Samba server to an Active Directory domain in security = ADS mode?
· How do I set up winbind on our Samba server to create users and groups from our domain controller?

· How do I configure a system to automount a Samba share with /etc/fstab or autofs?
· How can I configure my Red Hat Enterprise Linux 3 system to use pam_winbind.so so users can log into the server using their domain username and password?
· Are there any known compatibility problems between Samba and Windows 2003 Service Pack 1 or Windows 2000 Service Pack 4 with a "Post-Service Pack 4 Security Rollup" installed?
· Samba is running but clients cannot access the server. What can I check?
· What ways can Samba be configured?
· I can not see my machines when browsing the network, how do I resolve this?
· What ports need to be open for Samba to communicate with clients?
· How do I open the iptables firewall on my system to allow incoming connections to my
· How can I configure Samba for unrestricted access?
· What changes do I need to make to nsswitch.conf for winbind to work?
· How can I test Samba's domain membership status?
· How can I automatically create system accounts for network users connecting to a Samba server? 

· How do I add a user to a Samba (SMB) share? 

· Why does the windbind daemon crash soon after start up in Red Hat Enterprise Linux 4? 
· How can I tell if my Windows 2000 or 2003 Domain Controller (DC) will allow me to join my Samba server to the domain in RPC mode? 
· Why does the redhat-config-samba utility fail to add Samba users or change an existing Samba user's Samba password? 

· I just upgraded to the Samba 3.0.9 package from Red Hat Network (RHN) and now I can not join my Windows 2003 domain. How do I rejoin the domain? 

· When using winbind to create users and groups from a domain controller the commands 'wbinfo -u' and 'wbinfo -g' work, but why do 'getent passwd' or 'getent group' not show the domain users or groups?
· How do I set permissions to Samba shares?
· What ports are used by Samba?
· How do I remove a Samba server from a domain?
· How do I get Samba to authenticate users against /etc/passwd?
· Why is the graphical Samba utility (redhat-config-samba) failing to start when I click Main Menu, System Settings, Server Settings, then Samba? 

· How do I back up a Samba share?
· After adding SMB users in the Samba graphic interface they do not appear.

· Configuring Samba, password
Issue: 

How do I configure kerberos for Active Directory (AD) integration on Linux? 

Resolution:

This is specific to Samba 3, earlier versions may operate differently. 

Modify your /etc/krb5.conf file to look like the example below. Note that EXAMPLE.DIRECTORY should be replaced with the name of your Active Directory (AD) domain, 10.0.0.1 should be replaced with the TCP/IP address of your domain controller and entries are case sensitive. 

/etc/krb5.conf 

	[logging]

default = FILE:/var/log/krb5libs.log

kdc = FILE:/var/log/krb5kdc.log

admin_server = FILE:/var/log/kadmind.log

[libdefaults]

ticket_lifetime = 24000

default_realm = EXAMPLE.DIRECTORY

dns_lookup_realm = false

dns_lookup_kdc = false

[realms]

EXAMPLE.DIRECTORY = {

kdc = 10.0.0.1

default_domain = example.directory

}

[domain_realm]

.example.directory = EXAMPLE.DIRECTORY

example.directory = EXAMPLE.DIRECTORY

[kdc]

profile = /var/kerberos/krb5kdc/kdc.conf

[appdefaults]

pam = {

     debug = false

     ticket_lifetime = 36000

     renew_lifetime = 36000

     forwardable = true

     krb4_convert = false

}
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Related Solutions

· How do I join a Windows 2000/2003 Active Directory domain from Linux? 
· I can not join a Windows 2003 Active Directory Domain and/or access shares, what can I check for? 
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· How do I join a Windows 2000/2003 Active Directory domain from Linux? 
· I can not join a Windows 2003 Active Directory Domain and/or access shares, what can I check for? 
· What ports need to be open for Samba to communicate with clients? 

Issue: 
What information is needed to troubleshoot a Samba problem?
Resolution:

Troubleshooting Samba problems require an understanding of your network configuration and a definition of your goals. Below is a list of items and questions that are helpful when troubleshooting Samba related issues. 

Samba Checklist:

· What version of Samba are you currently running? Use rpm -q samba to show you. 

· Are there any helpful messages in the log files? Look in /var/log/samba for the default log location files. 

· Did you upgrade Samba versions and something stopped working? 

· Is the Samba service running? What is the output of: service smb status? 

· Is there a firewall (hardware or software) that could be blocking the ports or services that Samba requires? iptables -L will show you your iptables rules. 

· Are other applications and services functioning on the system as you would expect? Are there any other strange things happening to your system that could be related to your Samba issue? 



If you are going to submit an issue to Red Hat for a Samba related problem, we will require the following information to help expedite your problem and resolve it quicker.

Customers can gather this information and submit a web ticket at https://www.redhat.com/apps/support/ after logging into your account. To submit a web ticket, you will have a Web Support button under your Active Support Entitlements that can take you to our ticketing system.

· A detailed description of your problem. 

· A list of the Samba packages and versions installed: rpm -qa | grep samba 

· Your Samba configuration file: /etc/samba/smb.conf 

· Error logs (this command will get all Samba log files from the default log location): 
tar cvfz /tmp/samba-logs.tgz /var/log/samba/* 

· A detailed description of your network. Things to consider when writing the network description: 

· Are you using a Workgroup or a Domain? 

· If using a Domain, what type of Domain Controllers are being used? 

· Which version of Windows are being used as servers? as clients? 

· What type of security modes are you using? 

· What types of Samba Shares and access controls are you implementing? 

· Are there any proxy servers or firewalls on your network? If so, describe. 

· What are you trying to accomplish with your Samba implementation? (What are your goals?) 

· Has anything changed recently in your set-up that could have caused any errors you are seeing? A hardware change, an physical network change, a package upgrade/downgrade? 

· When do you experience the problem and is it reproducible? 

· What are the steps you have taken to configure Samba for the way it is currently set-up? 

Issue: 
I can not join a Windows 2003 Active Directory Domain and/or access shares, what can I check for? 

Resolution:
Windows 2003 requires Security Signatures by default. This has been turned off by default in all Windows versions prior to 2003. To disable this do the following from your Domain Controller: 

1. In Group Policies set the following values to disabled: 

Windows Settings\Security Settings\Local Policies\Security Options\Microsoft Network Server: Digitally sign communications (always) 
Windows Settings\Security Settings\Local Policies\Security Options\Domain Member: Digitally encrypt or sign secure channel data (always) 

2. It may be neccessary to do the same for the Local Policies. 

3. Restart the Domain Controller or type gpupdate /force at a command line. 

Issue: 
How do I join an Windows NT domain from Linux? 

Resolution:

This is specific to Samba 3, earlier versions may operate differently. 

After configuring your /etc/samba/smb.conf file, enter the following command: 

net join –UAdministrator

You will then be prompted to enter the domain administrator’s password. The domain name used will be what you set the workgroup = field to in your smb.conf. To verify that you have joined successfully, look for the server in your Primary Domain Controller’s server manager. 

Issue:

How do I configure Samba to use domain accounts for authentication? 
Resolution:

The following is a bare bones smb.conf file that will authenticate users off of a domain controller. Keep in mind that if you wish to apply user/group permissions locally you should create identical user accounts on the linux system. These accounts do not need to have access, and it is advisable to set their shells to /bin/false. 

Replace MACHINE with the name you wish your server to be associated with via netbios. Normally this would be identical to your hostname. Replace WORKGROUP with the name of the domain you wish to be a member of. 

If the "password server = *" is used, Samba will search for a domain controller to authenticate against. Alternatively you can specify the tcp/ip address(es) of your domain controller(s).

Issue: 
What steps do I need to follow to join a Red Hat Enterprise Linux 3 or 4 Samba server to an Active Directory domain in security = ADS mode? 

Resolution:

The following article is applicable to Red Hat Enterprise Linux versions 3 and 4 only. The Samba packages available from Red Hat for Red Hat Enterprise Linux 2.1 are not capable of domain membership in Active Directory mode.

Step 1: (Red Hat Enterprise Linux 3 Only)
Ensure Server Is Running Latest Samba Packages

The most important part of successfully joining Samba on a Red Hat Enterprise Linux 3 system to a domain in Active Directory Services (ADS) mode is to make sure the server is running the latest Samba packages available from Red Hat Network (RHN). Changes were made in the upstream Samba source code starting at 3.0.8 which have dramatically improved the AD compatibility of Samba running on Red Hat Enterprise Linux 3 systems. Versions of Red Hat's Samba packages prior to 3.0.9-1.3E.3 have various problems, especially with regard to AD compatibility, and should not be used.

The command up2date samba samba-client samba-common executed as the root user will update the key Samba packages to the latest version. If the server is running Samba packages prior to 3.0.9-1.3E.2, the MIT kerberos packages will also be automatically updated when using the command shown above.

The Samba packages available for Red Hat Enterprise Linux 4 are known to work well in ADS mode.

Step 2: Configure the /etc/krb5.conf file

The /etc/krb5.conf file must be configured for the Kerberos components of Samba's AD support to work properly. See additional Knowledgebase articles on how to configure kerberos for Active Directory (AD) integration for an example of a properly-configured krb5.conf file.

When editing krb5.conf, pay strict attention to the syntax shown in the example and avoid using statements not shown in the example. Each place the example Active Directory/Kerberos realm name is shown in lowercase should be edited to contain the name of your Kerberos realm in lowercase. Each place the example realm name is shown in uppercase should be edited to contain the name of your Kerberos realm in uppercase.

In the [realms] section of your /etc/krb5.conf, it is advised to define the Key Distribution Center (KDC) by its numeric IP address as shown in the article. If the KDC is specified by hostname instead, the hostname specified MUST be resolvable via DNS by the Samba server.

Step 3: Configure the /etc/samba/smb.conf file

To join Samba to an AD domain in security = ADS mode, the following lines need to exist in the [global] section of /etc/samba/smb.conf file:

[global]

security = ADS

workgroup = MYDOMAIN

realm = MY.ACTIVE.DIRECTORY.NAME

The security = ADS statement tells Samba to authenticate to the specified domain's domain controllers (DC's) using ADS protocols.

The workgroup = MYDOMAIN statement defines the "Pre-Windows 2000 Domain Name" for the domain Samba will be joined to. This is also known as the "short" domain name, and MYDOMAIN should be edited to define the same domain name Windows users choose from the Log on to: listbox when logging into their workstations with accounts in this domain. The short domain name should not be confused with the Active Directory/Kerberos Realm name.

The realm = MY.ACTIVE.DIRECTORY.NAME statement defines the name of the Kerberos realm (which is also the name of the Active Directory) for the domain Samba will be joined to. This should match the Kerberos realm used in /etc/krb5.conf, so MY.ACTIVE.DIRECTORY.NAME should be edited to reflect the correct Kerberos realm name.

Additional smb.conf statements which may be necessary

DC and Samba server in Separate IP Subnets
If the DC is in a different IP subnet than the Samba server, the DC may need to be defined with a password server statement in the [global] section. Defining the DC by IP address is recommended:

# IP address of the Domain Controller

password server = 10.20.30.40

Note that the routers between the two subnets must be configured properly to forward Samba traffic between the Samba server and the DC. Other articles in the Red Hat Knowledgebase contain details on the ports and protocols used by Samba.

Windows 2003 Domain Controllers

If the DC is a Windows 2003 server, the following statements may need to be added to the [global] section of smb.conf before Samba will work properly:

client use spnego = no

server signing = auto

Step 4: Join Samba to the Domain

Make sure Samba and Winbind services are stopped first:

# service smb stop

Shutting down SMB services:                                [  OK  ]

Shutting down NMB services:                                [  OK  ]

# service winbind stop 

Shutting down Winbind services:                            [  OK  ]

Then join Samba to the domain using the following command:

# net ads join -U username
where username is a domain user account which has sufficient rights to add workstations to the domain. You should be prompted for the password for this domain user account, then an attempt to join the domain will be performed. A successful join should look something like this:

# net ads join -U Administrator

Administrator's password:

Using short domain name -- MYDOMAIN

Joined 'MYSERVER' to realm 'MY.ACTIVE.DIRECTORY.NAME'

For more information regarding Samba configuration, we would recommend the following sources of information:

· The Samba documentation contained in /usr/share/doc/samba-<version>, on any Red Hat system with the base samba RPM installed. Complete illustrated reference manuals are provided in both PDF and HTML formats in this directory.

· The smb.conf man page, viewable by running the command man smb.conf. 

Issue: 
How do I set up winbind on our Samba server to create users and groups from our domain controller? 

Resolution:

The following is one example of a collection of settings you can use in your /etc/samba/smb.conf file to create (enumerate) your domain's users and groups on your Samba server.

It is assumed that your Samba server is already properly joined to the domain and that the smb service already starts automatically on your system. Throughout this example, we will use an example domain name of MYDOMAIN.

Using settings like these below in the [global] section of your smb.conf will cause the winbind service to enumerate users and groups from the domain controller (DC) your Samba server is joined to. With the winbind service running, you will be able to use these user and group names on the server for things such as file and directory ownership, as well as share permissions in your smb.conf's share definitions.

#  WINBIND STUFF

   idmap uid = 15000-20000

   idmap gid = 15000-20000

   winbind enum groups = yes

   winbind enum users = yes

   winbind separator = +

   winbind use default domain = no

   template homedir = /homes/%D/%U

   template shell = /bin/bash

A brief explanation of some of these settings: 

· idmap uid - the range of numeric uid's that winbind will use to enumerate domain users with on your system. You should select a range that does not conflict with uid numbers already in use on the system and also make sure not to assign users to uid numbers in this range after you start using winbind. Also, it's probably a good idea to not change the number range once you start using winbind, as it could cause file ownership or group ownership problems.

· idmap gid - the range of numeric gid's that winbind will use to enumerate domain groups on your system. The idmap uid cautions noted above apply here as well. 

· winbind enum groups and winbind enum users - whether winbind should "create" the domain's groups/users on the system or not. Leave these both set to yes unless you want to turn the functionality off for some reason. 

· winbind separator - the character winbind will use to separate the domain name from the user or group name. Using such a configuration will cause domain usernames to appear like this - "MYDOMAIN+username" and domain group names to appear like this - "MYDOMAIN+Domain Users" for example. 

· The template homedir statement is used to generate the home directory path for domain users. The example given uses variable substitution and would cause winbind-enumerated users' home directories to appear as /homes/MYDOMAIN/username. 

Note that if you wish certain (or all) domain users to have a home directory on the Samba server, you will have to create it for them. While the template homedir statement does control where Samba thinks the user's home directory will be, winbind will not actually create the user's home directory for you.

Next, you need to edit your /etc/nsswitch.conf file, so winbind can supplement your system users and groups with those from the domain. There are other articles in Red Hat Knowledgebase on this topic.

After editing your nsswitch.conf file, all that remains to be done is to restart the Samba service, configure the winbind service to start automatically in runlevels 3-5, and then actually start the winbind service.

Run these commands as root to configure winbind's start runlevels and start the service: 

# chkconfig --level 345 winbind on

# service winbind start

Starting Winbind services:                                 [  OK  ]

You can test the basic user and group enumeration functionality of winbind with wbinfo and getent commands: 

# wbinfo -u

MYDOMAIN+vince

MYDOMAIN+Administrator

MYDOMAIN+Guest

# wbinfo -g

MYDOMAIN+Domain Admins

MYDOMAIN+Domain Users

MYDOMAIN+Domain Guests

# getent group

quaggavty:x:102:

quagga:x:92:

radvd:x:75:

radiusd:x:95:

MYDOMAIN+Domain Admins:x:15008:MYDOMAIN+Administrator

MYDOMAIN+Domain Users:x:15009:

MYDOMAIN+Domain Guests:x:15010:MYDOMAIN+Guest

# getent passwd

radvd:x:75:75:radvd user:/:/sbin/nologin

radiusd:x:95:95:radiusd user:/:/bin/false

MYDOMAIN+vince:x:15001:15009:Vince:/homes/MYDOMAIN/vince:/bin/bash

MYDOMAIN+administrator:x:15009:15009:Administrator:/homes/MYDOMAIN/

   administrator:/bin/bash

MYDOMAIN+guest:x:15010:15009:Guest:/homes/MYDOMAIN/guest:/bin/bash

Note: The output of wbinfo and getent commands above were truncated for the sake of brevity.

As you can see, winbind adds the domain's users and groups to the real system users and groups that exist in /etc/passwd and /etc/group.

Cautions regarding use of winbind-enumerated group names

Many domain group names contain spaces. Be sure to enclose winbind-enumerated group names containing spaces with double-quotes when using these group names in chown commands, smb.conf share permissions, etc. An example: 

 # chown :"MYDOMAIN+Domain Users" thisfile

The issue of domain group names containing spaces is a limiting factor with where you can use these group names on the system, since a lot of software will not read the entire group name, even with quotes around the entire group name.

Other combinations of winbind settings are also possible, but the settings shown work well together.

For further information on winbind, we would recommend the following sources of information: 

· The Samba documentation contained in /usr/share/doc/samba-version/docs, on any Red Hat system with the base samba RPM installed. Complete illustrated reference manuals are provided in both PDF and HTML formats in this directory. 

· The wbinfo man page, viewable by running the command man wbinfo. 

· The smb.conf man page, viewable by running the command man smb.conf. 

Issue: 
How do I configure a system to automount a Samba share with /etc/fstab or autofs? 

Resolution:

To enable a Samba share to be mounted when a machine boots edit the /etc/fstab file to include the following: 

//server/share /mount/point smbfs username=[username],password=[password] 0 0 

Where server is the Samba server name, share is the Samba share and /mount/point is the directoy on the local machine to mount to. The username and password options are of a valid user on the Samba server who has access to the Samba share you are trying to access. 

Edit the /etc/fstab file 

	LABEL=/                 /                       ext3    defaults        1 1         

LABEL=/boot             /boot                   ext3    defaults        1 2

none                    /dev/pts                devpts  gid=5,mode=620  0 0

none                    /proc                   proc    defaults        0 0

none                    /dev/shm                tmpfs   defaults        0 0

/dev/hda3               swap                    swap    defaults        0 0

/dev/cdrom              /mnt/cdrom              udf,iso9660 noauto,owner,kudzu,ro 0 0

/dev/fd0                /mnt/floppy             auto    noauto,owner,kudzu 0 0

//server/share          /mount/point            smbfs   username=[username],password=[password] 0 0
     




Substitue [username] and [password] with the appropriate credentials of a valid user on the Samba server. 

If you want to use the autofs service to mount SMB shares then follow the instructions below.

Edit the /etc/auto.master file

	# $Id: auto.master,v 1.2 1997/10/06 21:52:03 hpa Exp $

# Sample auto.master file

# Format of this file:

# mountpoint map options

# For details of the format look at autofs(8).

/misc   /etc/auto.misc  --timeout=60
     




Edit the /etc/auto.misc file

	# $Id: auto.misc,v 1.2 1997/10/06 21:52:04 hpa Exp $

# This is an automounter map and it has the following format

# key [ -mount-options-separated-by-comma ] location

# Details may be found in the autofs(5) manpage

cd              -fstype=iso9660,ro,nosuid,nodev :/dev/cdrom

samba           -fstype=smbfs,username=[username],password=[password] ://server/share
# the following entries are samples to pique your imagination

#linux          -ro,soft,intr           ftp.example.org:/pub/linux

#boot           -fstype=ext2            :/dev/hda1

#floppy         -fstype=auto            :/dev/fd0

#floppy         -fstype=ext2            :/dev/fd0

#e2floppy       -fstype=ext2            :/dev/fd0

#jaz            -fstype=ext2            :/dev/sdc1

#removable      -fstype=ext2            :/dev/hdd

     




Issue the command service autofs restart so that the new changes will take effect. 

Browsing to the /misc/samba directory should reveal the Samba mount. 

Article Reference

Article ID: 5365 
Last update: 05-05-05 

Issue: 

How can I configure my Red Hat Enterprise Linux 3 system to use pam_winbind.so so users can log into the server using their domain username and password? 

Resolution:

DISCLAIMER
The following information has been provided by Red Hat, but is outside the scope of our posted Service Level Agreements (https://www.redhat.com/support/service/sla/) and support procedures. The information is provided as-is and any configuration settings or installed applications made from the information in this article could make your Operating System unsupported by Red Hat Support Services. The intent of this article is to provide you with information to accomplish your system needs. Use the information in this article at your own risk. 

Adding pam_winbind.so to your server's PAM configuration will result in a tighter integration of your server with the rest of the domain. Your network users will authenticate with the same domain account and get the same home directory on the server, regardless of how they access the server (examples: local console login, ssh, ftp, etc.).

CAUTIONS AND ASSUMPTIONS

It is assumed that the system administrator is already knowledgeable with the manipulation of PAM configuration files and understands which other types of user information and authentication are needed in the server's authentication configuration for the environment the server functions in. The example provided is based upon a system which only uses local and Winbind-enumerated domain accounts for either user information or user authentication.

This procedure involves manual editing of the /etc/pam.d/system-auth file, the server's main PAM authentication configuration file. You should make a backup copy of your existing /etc/pam.d/system-auth file before making any changes and keep an extra root login session open to the server in case you have to revert to the previous system-auth file because of a typographical error or invalid configuration. Also, keep in mind that manual edits to system-auth will probably be lost if authentication configuration utilities such as authconfig are run later, so you should also make a backup copy of the edited system-auth file after editing it and testing for proper function.

Generally speaking, if a server uses the winbind service to enumerate domain users and groups and uses pam_winbind.so to allow the system to authenticate domain users, the server should not have other user information or authentication sources (Kerberos, LDAP) enabled in authconfig which refer to the same domain users. In other words, for example, do not configure your server to use Winbind and LDAP to both point to the same users in the same Active Directory.

It is also assumed that the winbind service is already properly configured and working on the server. Refer to an additional Knowledgebase article on how do I set up Winbind on a Samba server to create users and groups from our domain controller for Winbind configuration details.

It is also assumed that the domain user's home directory has already been created on the system in the correct location, because winbind cannot create home directories. The correct location for any given user's home directory is governed by the macro-expanded value for the template homedir statement in /etc/samba/smb.conf.

EXAMPLE CONFIGURATION FILE

The following is a working example of an /etc/pam.d/system-auth file which will allow domain users to log in on the server using any service which uses PAM's system-auth configuration file: 

#%PAM-1.0

# This file is auto-generated.

# User changes will be destroyed the next time authconfig is run.

auth        required      /lib/security/$ISA/pam_env.so

auth        sufficient    /lib/security/$ISA/pam_unix.so likeauth nullok

auth        sufficient    /lib/security/$ISA/pam_winbind.so use_first_pass

auth        required      /lib/security/$ISA/pam_deny.so

account     required      /lib/security/$ISA/pam_unix.so broken_shadow

account     [default=bad success=ok user_unknown=ignore] /lib/security/$ISA/pam_winbind.so

account     required      /lib/security/$ISA/pam_permit.so

password    required      /lib/security/$ISA/pam_cracklib.so retry=3 type=

password    sufficient    /lib/security/$ISA/pam_unix.so nullok use_authtok md5 shadow

password    sufficient    /lib/security/$ISA/pam_winbind.so use_authtok

password    required      /lib/security/$ISA/pam_deny.so

session     required      /lib/security/$ISA/pam_limits.so

session     required      /lib/security/$ISA/pam_unix.so

PROPER FORMAT OF DOMAIN USERNAMES

It is important that the username be specified in the proper format for Winbind to be able to recognize the domain and username components properly. It is assumed that the winbind settings in smb.conf have been configured as recommended in the previous mentioned knowledgebase article, particularly with regard to the winbind separator character defined and winbind use default domain = no statement. Using winbind use default domain = yes is known to be problematic and not recommended or supported. 

This being said, the proper format of the username would be DOMAIN+username, where DOMAIN is the short domain name (ie, not the full Active Directory Realm name, if it is a 2000 or 2003 DC), plus the winbind separator character, plus the username. Users will need to provide their username in this format in all PAM methods of logon to the server.

When the changes are completed and saved, you should be able to log in to the server using the domain user account (in the format described above): 

Red Hat Enterprise Linux AS release 3 (Taroon Update 4)

Kernel 2.4.21-27.0.2.ELsmp on an i686

samba1 login: DOMAIN+testuser

Password:

Last login: Thu Apr  7 12:47:43 on tty1

[DOMAIN+testuser@samba1 testuser]$

Note: You will see something like this instead if the user's home directory has not been created or not created in the right location: 

Red Hat Enterprise Linux AS release 3 (Taroon Update 4)

Kernel 2.4.21-27.0.2.ELsmp on an i686

samba1 login: DOMAIN+testuser

Password:

Last login: Thu Apr  7 12:47:43 on tty1

No directory /homes/DOMAIN/testuser!

Logging in with home = "/".

-bash-2.05b$ 

To provide another example, the domain account can now also be used for FTP access to the server: 

$ ftp samba1

Connected to samba1.smbtest.bogus.

220 (vsFTPd 1.2.1)

530 Please login with USER and PASS.

530 Please login with USER and PASS.

KERBEROS_V4 rejected as an authentication type

Name (samba1:testuser): DOMAIN+testuser

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

For more information regarding Winbind configuration, we would recommend the following sources of information: 

· The Samba documentation contained in /usr/share/doc/samba-version/docs, on any Red Hat system with the base samba RPM installed. Complete illustrated reference manuals are provided in both PDF and HTML formats in this directory. 

· The smb.conf man page, viewable by running the command man smb.conf. 

Article Reference

Article ID: 5515 
Last update: 04-09-06 

Issue: 

Are there any known compatibility problems between Samba and Windows 2003 Service Pack 1 or Windows 2000 Service Pack 4 with a "Post-Service Pack 4 Security Rollup" installed? 

Resolution:

Yes. Since the release of Windows 2003 Service Pack 1 and "Post-Service Pack 4 Security Rollup" updates for Windows 2000; compatibility problems between Windows 2000 or 2003 Domain Controllers (DC's) and Samba's winbind daemon were exhibited just soon after the installation of these Windows updates. Problems have been seen with all current and prior versions of Samba packages available for Red Hat Enterprise Linux versions 3 and 4.

Known Problems

Some of the specific problems known to occur with winbind are:

· Failure of Winbind to properly resolve domain SID's to a domain username or group, including those of trusted domains whose DC's have NOT had these Windows updates installed. These failures would be logged in /var/log/samba/winbindd.log with entries that look something like: 

· [2005/04/29 19:07:06, 1] nsswitch/winbindd_user.c:winbindd_getpwuid(248)

  could not lookup sid S-1-5-21-1538550916-4051550271-1313386325-2000

· Failure to enumerate domain groups which do exist on the domain. These failures would also be logged in /var/log/samba/winbindd.log with entries which look something like: 

· [2005/04/29 19:07:06, 1] nsswitch/winbindd_group.c:winbindd_getgrnam(298)

  group Domain Admins in domain TESTDOMAIN does not exist

· pam_winbind-based system authentication is problematic or fails completely - Problems have been seen and reported such as: 

1. System authentication via pam_winbind for a console login with a domain username working (successful authentication), but failure of the username to be looked up properly, resulting in the logged-in user having no username set for the session ; and 

2. System authentication via pam_winbind failing completely. 

The problems detailed above are specific known issues with winbind, however it should also be noted that Samba relies upon the user and group names winbind provides when winbind is in use. Therefore Samba may also exhibit problems as a result of winbind not functioning properly -- such as users being unable to access shares, or share permissions based upon domain group membership not working.

Problem Resolution

Two distinct components of the winbind compatibility problems introduced by these Windows updates exist:

· client schannel - Winbind can no longer communicate properly with Windows 2000 or 2003 DC's which have had these updates installed using client schannel (client secure channel). Samba and winbind use client schannel by default.

· Anonymous binds - Windows 2000 and 2003 DC's with these updates installed will no longer allow winbind to bind anonymously to enumerate domain user and group information. Winbind binds anonymously to DC's by default, emulating the behavior of legacy Windows operating systems. 

Component Issue 1: client schannel

Upstream Samba developers implemented a patch in Samba 3.0.14 to turn off winbind's use of client schannel when Samba is joined to a domain in ADS (Active Directory Services) security mode. Red Hat released updated Samba packages in Red Hat Enterprise Linux 3 Update 6 and Red Hat Enterprise Linux 4 Update 2 which contain this patch. Therefore, customers with Samba servers joined to an Active Directory domain in ADS security mode must either update their Samba packages or use the client schannel workaround detailed below to address this part of the issue. 

It is important to note that the patch only disables winbind's use of schannel for Samba servers joined to an Active Directory domain using ADS security mode. Samba servers joined to an Active Directory domain using DOMAIN security mode will need to use the client schannel workaround noted below, even with the latest samba packages available from the Red Hat Network at the time of this writing.
To update the Samba packages to the latest available from the Red Hat Network update channels, the following command should be run as the root user:

# up2date samba samba-client samba-common

Fetching Obsoletes list for channel: rhel-i386-as-3...

Fetching rpm headers...

########################################

Name                                    Version        Rel

----------------------------------------------------------

samba                                   3.0.9          1.3E.7            i386

samba-client                            3.0.9          1.3E.7            i386

samba-common                            3.0.9          1.3E.7            i386

Testing package set / solving RPM inter-dependencies...

########################################

samba-3.0.9-1.3E.7.i386.rpm ########################## Done.

samba-client-3.0.9-1.3E.7.i ########################## Done.

samba-common-3.0.9-1.3E.7.i ########################## Done.

Preparing              ########################################### [100%]

Installing...

   1:samba-common           ########################################### [100%]

   2:samba                  ########################################### [100%]

   3:samba-client           ########################################### [100%]

[root@samba-vmsrv1 samba]#

client schannel Workaround

For Samba servers joined to an Active Directory domain in DOMAIN security mode, or if updating the Samba packages on a server joined to a domain in ADS mode is not desired, the following workaround can be utilized to disable Samba's use of client schannel altogether: 

Add the configuration statement client schannel = no to the [global] section of the /etc/samba/smb.conf file:


[global]


# W2K3-SP1 / W2K-SP4-SR1 COMPATIBILITY WORKAROUND


# The following statement turns off Samba's attempts to use netlogon


# schannel when connecting as a client to other SMB hosts.


client schannel = no

# GENERAL WINDOWS 2000, 2003, and XP-RELATED COMPATIBILITY SETTINGS


# These two settings tend to improve Samba's compatibility with newer


# Windows systems:


client use spnego = no


server signing = auto

Component Issue 2: Anonymous Binds

If these Windows updates have been installed on the DC('s), winbind MUST be configured to authenticate itself with a valid domain user account to function properly. Other articles in the Red Hat Knowledgebase contain details on performing this procedure.

For more information regarding winbind configuration, the following sources of information are recommended:

· The Samba documentation contained in /usr/share/doc/samba-<version>, on any Red Hat system with the base samba RPM installed. Complete illustrated reference manuals are provided in both PDF and HTML formats in this directory.

· The smb.conf man page, viewable by running the command man smb.conf. 

Issue: 
Samba is running but clients cannot access the server. What can I check? 

Resolution:

This is likely due to a firewall blocking traffic. Samba runs over ports 135-137 and depending on your environment 445 may need to be available as well. To see if this is the cause do the following: 

1. On the Samba server stop iptables: service iptables stop 
(Some systems may use service ipchains stop instead.) 
2. Check /etc/hosts/allow /etc/hosts/deny to make sure there are no rules prohibiting access. 
3. On the client make sure there are no personal firewalls running. 

Note: In order to turn your firewall back on, you can issue the following command: 
service iptables start 
(Some systems may use service ipchains start instead.) 

Article Reference

Article ID: 3448 
Last update: 07-30-04 

Issue: 

What ways can Samba be configured? 

Resolution:

Samba can be configured three ways. 

1. Directly edit the configuration file /etc/samba/smb.conf

Extensive comments are contained in this file to help explain how to configure the Samba service.

After any changes are made to the smb.conf file you will need to re-read it to have the changes take effect by issuing the command: 

2. service smb reload

Further information can be found in man smb.conf .

3. Use the Red Hat Samba configuration tool 

4. redhat-config-samba

To ensure you have this tool installed 

rpm -q redhat-config-samba

If it is not installed and you have a Red Hat Network (RHN) subscription then the following command will install the tool 

up2date redhat-config-samba

5. Use the Samba Web Administration Tool (SWAT)

To ensure SWAT is installed 

6. rpm -q samba-swat

If you do not have it installed we have other articles that can explain this process.

Open a web browser and enter localhost:901 

If you configure your Samba server with SWAT it will overwrite the /etc/samba/smb.conf file and strip out all the comments. This will make it difficult to directly edit the smb.conf in the future.

It is also important to note that SWAT runs with root level privileges. Because the username and password information to a browser travels across the network in clear text, don't access SWAT from another computer on the network unless your confident in the security of that network.

Further documentation for Samba on Red Hat Enterprise Linux 3 can be found in the System Administration Guide 

Comprehensive documentation can be found on www.samba.org. 

Issue: 
I can not see my machines when browsing the network, how do I resolve this? 

Resolution:

Often this can be solved by using a WINS server. If you have one already configured, set your clients to point to it. On Linux this can be done by using the wins server = 10.0.0.1 parameter where 10.0.0.1 should be replaced with the TCP/IP address of your WINS server. On Microsoft systems this can be set in the TCP/IP properties by clicking on the Advanced option and then the WINS tab. 

If you do not have an WINS server, Samba can act as one. Simply add this paramenter in the [global] section of /etc/samba/smb.conf: 

wins support = Yes 

Issue: 
What ports need to be open for Samba to communicate with clients?
Resolution:

The following ports must always be open to allow for two way Samba communication in a Microsoft environment: 

	netbios-ns      137/tcp                         # NETBIOS Name Service

netbios-dgm     138/tcp                         # NETBIOS Datagram Service

netbios-ssn     139/tcp                         # NETBIOS session service




Addtionally, if your Samba server is running in an Active Directory environment it is advised that you also allow for communication on: 

	microsoft-ds    445/tcp




Additional Resource: The common port/protocol information can be found in the /etc/services file. 

Issue: 
How do I open the iptables firewall on my system to allow incoming connections to my Samba server? 

Resolution:
Release Found: Red Hat Enterprise Linux 4

The system-config-securitylevel program can be used to configure the iptables firewall on a Red Hat Enterprise Linux 4 system.

The ports required are:

· UDP 137 netbios-ns, the NETBIOS Name Service 

· UDP 138 netbios-dgm, the NETBIOS Datagram Service 

· TCP 139 netbios-ssn, the NETBIOS session service 

· TCP 445 microsoft-ds, the Microsoft Domain Service 

To open the ports to allow incoming connections add 137:udp, 138:udp, 139:tcp, 445:tcp, to the 'Other Ports' text field and click 'OK' to save the changes:
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Note: For the command line interface, execute the command:

# system-config-securitylevel-tui

Article Reference

Article ID: 2461 
Last update: 07-30-04 

Issue: 

How can I configure Samba for unrestricted access? 

Resolution:

This is the simplest setup for Samba. It will allow anyone with network access to the server to access shares without having to have a valid account/password. The following smb.conf can be used to accomplish this, please remember to replace EXAMPLE with your workgroup/domain and MACHINE_NAME with the hostname of your machine. 

/etc/samba/smb.conf 

	[global]

workgroup = EXAMPLE

netbios name = MACHINE_NAME

security = share

browseable = yes

##example share.  /home/share is available for all to read and write

[share]

comment = wide open samba share

path = /home/share

read only = No

guest ok = Yes


Issue: 
What changes do I need to make to nsswitch.conf for winbind to work? 

Resolution:

In order to make to nsswitch.conf work for winbind, change the first three uncommented lines in your /etc/nsswitch.conf file to read: 

	passwd:       files winbind

shadow:       files

group:        files winbind


Issue: 
How can I test Samba's domain membership status?
 Resolution:

The following information applies to Samba provided with Red Hat Enterprise Linux version 3 and 4 only and assumes that the Samba server has already been joined to the domain. Other articles in the Red Hat Knowledge Base provide instructions on how to join a Samba server to a domain.

The Samba net utility features command line options to test Samba's domain membership status. The net utility is packaged in the samba-client RPM in recent Red Hat Enterprise Linux 3 Samba packages, but is packaged in the samba-common RPM in Red Hat Enterprise Linux 4 Samba packages.

The correct command options to use will depend upon whether Samba was joined to the domain in RPC mode or ADS mode. Check the security = line in the [global] section of /etc/samba/smb.conf to determine which security mode Samba has been configured for. If the line reads security = domain, RPC is the correct option. If the line reads security = ads, ADS is the correct option.

security = DOMAIN

The correct command syntax to test domain membership status for servers joined in RPC mode is net rpc testjoin. Examples of valid and invalid domain membership status are shown below:

# net rpc testjoin

Join to 'MYDOMAIN' is OK

# net rpc testjoin

[2005/06/24 11:54:14, 0] utils/net_rpc_join.c:net_rpc_join_ok(66)

Join to domain 'MYDOMAIN' is not valid

security = ADS

The correct command syntax to test domain membership status for servers joined in ADS mode is net ads testjoin. Examples of valid and invalid domain membership status are shown below:

# net ads testjoin

Join is OK

Below is an example of an invalid domain membership status likely due to misconfiguration on the Linux server. Being prompted for a machine account password is another good indicator that something is wrong:

# net ads testjoin

MYSERVER$@MYDOMAIN.SAMBA.BOGUS's password:

[2005/06/24 12:09:50, 0] libads/kerberos.c:ads_kinit_password(146)

  kerberos_kinit_password MYSERVER$@MYDOMAIN.SAMBA.BOGUS failed: Preauthentication failed

[2005/06/24 12:09:50, 0] utils/net_ads.c:ads_startup(186)

  ads_connect: Preauthentication failed

Join to domain is not valid

Sometimes the domain membership test will return an invalid status simply because the Samba server cannot reach the Domain Controller (DC) to test the machine account credentials. Here is an example where the DC is unavailable:

# net ads testjoin

[2005/06/24 12:11:10, 0] utils/net_ads.c:ads_startup(186)

  ads_connect: Transport endpoint is not connected

Join to domain is not valid

For more information regarding Samba configuration, we would recommend the following sources of information:

· The smb.conf man page, viewable by running the command man smb.conf.

· The Samba documentation contained in /usr/share/doc/samba-<version>, on any Red Hat system with the base samba RPM installed. Complete illustrated reference manuals are provided in both PDF and HTML formats in this directory. 

Article ID: 5492 
Last update: 05-13-05 

Issue: 

How can I automatically create system accounts for network users connecting to a Samba server?
 Resolution:

While joining a Samba server to the domain does alleviate the server's need to have local Samba passwords set, Samba still must have a local system user to map a connecting network user to. This is necessary in order for Samba to determine whether to grant or deny access to the resources requested by the connecting user, based on the mapped local user's uid and group memberships, as well as the share and filesystem permissions.

Fortunately, Samba has two methods of dynamically adding system user accounts, so that the sysadmin does not have to manually create them for each domain user that will connect to the Samba server.

Add User Script

Using add user script is probably the simplest option of the two, as it only requires one configuration option.

The add user script Samba configuration option can be used in the [global] section of the /etc/samba/smb.conf file.

Some examples are given below:

# if you only want the accounts created but do not want the users to have a real

# login shell or their own home directory on the server, use something like this:

# add user script = /usr/sbin/useradd -g smbusers -s /bin/false -d /dev/null -M %u

# if you want to the domain users to have a real login shell and a home directory

# on the server, use something like this instead:

add user script = /usr/sbin/useradd -g smbusers -s /bin/bash %u

The add user script function will create a connecting user's system account with if can they successfully authenticate first and the account does not already exist in /etc/passwd. Unless configured otherwise (such as in the first example above), the user's home directory will be created as /home/<username>.

Note that the examples shown above instruct Samba to set the created user's primary group to a group named smbusers, which is not a group that exists by default on a Red Hat Enterprise Linux server. This can be changed to any valid group name on your server or you can create a group on the server with the groupadd command, such as groupadd smbusers.

Also note that this functionality will not set a system password for the user's account, which would be necessary before such a user could actually login on the server in non-Samba ways (Samba uses their domain account password for authentication, which is authenticated by the domain controller). If the sysadmin desires the user to have a system password, one will need to be set with the passwd utility. See the passwd man page for details, man passwd.

Winbind

Winbind is often considered the more elegant method of automating the creation of account information on the system for domain users and groups, although it should be pointed out that Winbind does not actually create these users and groups by adding them to /etc/passwd and /etc/group respectively. Simply described, it "inserts" them into the list of system users and groups instead with its own NSS (Name Service Switch) module, provided that the /etc/nsswitch.conf file has been edited appropriately. The users and groups do not actually exist on the system, but they can be used in Samba-related ways such as share permissions and file and directory ownership as if they actually are system users and groups.

Winbind is a separate service and must be properly configured by editing the /etc/samba/smb.conf and /etc/nsswitch.conf files appropriately. Other articles exist in the Red Hat Knowledgebase which contain detailed information on how to set up the Winbind service.

Which option is better?

Each of these two options have their merits. 

· add user script is definitely easier to setup correctly and certainly more reliable, however, system passwords need to be set manually if they are to be used and there is no built-in mechanism for removing expired domain accounts from the system password database. Expired accounts would need to be manually removed from the local account database by the sysadmin. 

· Winbind keeps the domain users and groups synchronized pretty well with the actual accounts on the domain controller. But using Winbind-enumerated accounts for anything more than Samba share permissions and file or directory ownership involves a lot of manual configuration, and is not always reliable due to its dependence upon communications with domain controllers for proper function. Note also that use of Winbind for PAM-based system authentication is possible, but not supported by Red Hat. 

With all of these factors considered, add user script may be the best option overall, especially if domain users need real logins and home directories on the Samba server.

For more information regarding Samba and Winbind configuration, we would recommend the following sources of information: 

· The Samba documentation contained in /usr/share/doc/samba-<version>/docs, on any Red Hat system with the base samba RPM installed. Complete illustrated reference manuals are provided in both PDF and HTML formats in this directory. 

· The smb.conf man page, viewable by running the command man smb.conf. 

Article Reference

Article ID: 3424 
Last update: 08-06-04 

Issue: 
How do I add a user to a Samba (SMB) share?
 Resolution:

One way for a user to browse a Samba share is have a UNIX account on the Samba server. This is done via the commands adduser [username] and passwd [username] 

Once the user has a local account their Samba password can be initalised by: 

smbpasswd -a [username]

The -a swith adds [username] to the Samba password list.
Configure the Samba share in the /etc/samba/smb.conf configuration file to allow the new user to browse the share: 

	[ashare]

   comment = A Shared Directory

   path = /usr/somewhere/shared

   valid users = mary [newuser]
   public = no

   writable = yes

      




Use testparm to show your updated share. Reload the smb.conf configuration file with service smb reload command. 

Article Reference
Article ID: 5403 
Last update: 04-06-06 

Issue: 

Why does the windbind daemon crash soon after start up in Red Hat Enterprise Linux 4? 

Resolution:

Symptom:
The winbind service starts ok, but terminates shortly afterwards. Applications or services that rely on winbind may fail to work properly. 

This can be determined by issuing the command: 

service winbind status

If this returns: 

'winbindd dead but pid file exists' 

The system may be affected.

Cause of Problem
If SELinux is enabled in Red Hat Enterprise Linux 4 and set to Enforcing mode, there is a known problem with older versions of the SELinux targeted policy that will cause the winbind service to fail.

Older versions of the SELinux targeted policy do not allow the winbind service to create new files. If SELinux is set to Enforcing, winbind cannot create its .tdb or .log files and will fail shortly after starting as a result. Note that if these files already exist, the SELinux policy will allow winbind to append to the file.

An updated selinux-policy-targeted RPM was released with Red Hat Enterprise Linux 4 Update 3 which corrects this problem. The recommended solution is to update the selinux-policy-targeted package to the latest available from the Red Hat Network update channels:

# up2date selinux-policy-targeted

Fetching Obsoletes list for channel: rhel-i386-as-4...

Fetching Obsoletes list for channel: rhel-i386-as-4-cluster...

Fetching rpm headers...

Name                                    Version        Rel     

----------------------------------------------------------

selinux-policy-targeted                 1.17.30        2.126             noarch

Testing package set / solving RPM inter-dependencies...

selinux-policy-targeted-1.1  Retrieved.

Preparing               

Installing /var/spool/up2date/selinux-policy-targeted-1.17.30-2.126.noarch.rpm...

#

If the winbind service has failed, the /var/run/winbindd.pid file and /var/lock/subsys/winbindd files may need to be deleted manually before the winbind service will successfully start again.

For more information regarding winbind configuration, we would recommend the following sources of information:

· The Samba documentation contained in /usr/share/doc/samba-<version>, on any Red Hat system with the base samba RPM installed. Complete illustrated reference manuals are provided in both PDF and HTML formats in this directory.

· The smb.conf man page, viewable by running the command man smb.conf. 

Article Reference
Article ID: 4545 
Last update: 12-10-04 

Issue: 

How can I tell if my Windows 2000 or 2003 Domain Controller (DC) will allow me to join my Samba server to the domain in RPC mode? 

Resolution:

This is really more of a Windows technical question, but if you are having problems with your Samba server functioning properly on your domain in ADS mode ("security = ads") or even being able to join the Active Directory domain - knowing whether your DC is still functioning in Mixed mode or not will let you know if the other option still exists for you. Joining your Samba server to the domain in RPC mode ("security = domain"). 

You can check to see whether your DC is operating in Native or Mixed mode by logging on to your DC with an administrative account, then launch the "Active Directory Users and Computers" tool. Inside the tool, on the left side, right-click on the Active Directory name, then select "Properties". The screen that comes up will indicate which mode the DC is operating in. 

If the DC is still functioning in Mixed mode (the default mode), you can still join your Samba server to the domain in RPC mode. If your DC has been changed to function in Native mode, you can ONLY join the domain in ADS mode. 

Considering the fragile nature of ADS/Samba compatibility, we would recommend leaving your DC in Mixed mode, so that you have RPC mode available as a domain membership option for your Samba server(s). 

Article Reference
Article ID: 4147 
Last update: 04-08-05 

Issue: 

Why does the redhat-config-samba utility fail to add Samba users or change an existing Samba user's Samba password? 

Resolution:

This behavior is due to changes made to the smbpasswd utility by Samba.org in Samba version 3.0.6, in order to enhance the security of the utility. The changes made impact the ability of smbpasswd to change a Samba user's password on the command line. Versions 1.0.16-2 and prior of the redhat-config-samba utility are known to be affected by this change in the Samba source code.

This issue has been assigned Bugzilla ID 137083 and the status of this issue can be monitored at the following URL:

http://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=137083
As a workaround in the meantime, use smbpasswd as root from the command line to set or modify Samba passwords for your Samba users.

Here are some examples:

To add a new Samba user named joe (and set their Samba password): 

# smbpasswd -a joe

New SMB password:

Retype new SMB password:

To modify an existing Samba user's Samba password (using the example joe user again): 

# smbpasswd joe

New SMB password:

Retype new SMB password:

Remember that in workgroup-type Samba networking setups, a network user connecting to the local system also needs to have a system user account with the same name or at least have a usermap entry in /etc/smbusers to map that network username to a different existing system account. You may need to add the user via useradd before setting the user's Samba password with smbpasswd. 

· For further information regarding the smbpasswd utility, refer to the smbpasswd man page: 

man smbpasswd

· Excellent Samba documentation is also available in PDF and HTML formats, on any system which has the samba RPM installed, in the following directory: /usr/share/doc/samba-<version>/docs 

Article Reference

Article ID: 4628 
Last update: 09-30-05 

Issue: 

I just upgraded to the Samba 3.0.9 package from Red Hat Network (RHN) and now I can not join my Windows 2003 domain. How do I rejoin the domain? 

Resolution:

The Samba 3.0.9 package was built against a newer krb5-libs package which has support for new encryption types. If you attempt to run the newer Samba package without the newer krb5-libs package you will get errors when doing so. The recommended method of resolving this issue is to upgrade the krb5-libs package to Update 4 or newer as soon as possible; if this is not possible, you can rebuild the Samba 3.0.9 SRPM on your existing system and install the resultant binary RPM packages. 

Article Reference
Article ID: 5402 
Last update: 04-29-05 

Issue: 

When using winbind to create users and groups from a domain controller the commands 'wbinfo -u' and 'wbinfo -g' work, but why do 'getent passwd' or 'getent group' not show the domain users or groups? 

Resolution:

For the getent passwd or getent group commands to show your domain users and groups properly, you must edit your /etc/nsswitch.conf file to include winbind as a source of user (passwd) and group information.

Until this is done, system functions which depend on your nsswitch configuration will not work properly for these users, such as determining the location of a winbind-enumerated user's home directory or commands such as getent passwd.

Other articles in the Red Hat Knowledgebase contain instructions on how to edit your /etc/nsswitch.conf file so winbind works properly.

Another reason that this behavior could occur is if these statements are specified in smb.conf:

# using either of these options will suppress winbind's getent passwd or group

# output respectively (the default is 'yes'):

winbind enum users = no

winbind enum groups = no

For further information on Winbind configuration and other Samba topics, we would recommend the following sources of information:

· The Samba documentation contained in /usr/share/doc/samba-<version>/docs, on any Red Hat system with the base samba RPM installed. Complete illustrated reference manuals are provided in both PDF and HTML formats in this directory. 

· The smb.conf man page, viewable by running the command man smb.conf. 

Article Reference
Article ID: 5524 
Last update: 05-19-05 

Issue: 

How do I set permissions to Samba shares? 

Resolution:

Basic Samba Permissions

There are many ways to set permissions to your Samba shares and improve security. This article will cover some of the basic permissions.

The most basic settings:

read only = Yes

writeable = Yes

guest ok = Yes

The default is read only = Yes
Share Permissions

read only:   
This parameter controls whether an user

                has the ability to create or modify files

                within a share.

writeable:
Specifies users should have write access


        to the share.


guest ok:
If this parameter is set to yes, the users

 
        will have access to the share without


        having to enter a password. This can pose

 

a security risk.

Example: 

[share]

path = /samba

read only = Yes
This option will control write access to the share. 

More options:

read list:     This option accepts a list of usernames or a

                group as its value. Users will be given

                read-only access to the share.

write list:     This option will give write access to the

                share.

valid users:    You can make a share available to specific

                users.  Usernames or group names can be

                passed on as its value.

invalid users:  Users or groups listed will be denied access to this share.

Example: 

[share]

path = /samba

write list = user1 user2
Groups

A group name can be added as a value by using two characters before the name:

 @ (at symbol)  NIS groups searched

 + (plus sign)  will not search NIS 

Examples:

valid users = @groupname

invalid users = +groupname

Create default permissions

create mask:    This option is set using an octal value when 

                setting permissions for files.

                example:   create mask = 1644

directory mask: Directories must have the execute bit

                for proper access.

                Default parameter is 0755

Example:

[global]

create mask = 0775

Notes & Additional Information: 
· Unix system permissions take precedence over Samba permissions. Proper care has to be taken to set the proper permissions on the directories used for the shares. If a directory does not have write permission, setting Samba permissions to allow writing to a file or directory will not allow an user to write to the share. 

· Permission parameters do not override a filesystem that has been mounted with specific permissions. If a filesystem is mounted as read-only, the write ok = Yes parameter will not allow users to write to the filesystem. 

Article Reference
Article ID: 5393 
Last update: 06-15-05 

Issue: 

What ports are used by Samba?
Resolution:

The following is a list of ports and protocols used by Samba:

· Port 137 (UDP) - NetBIOS name service and nmbd 

· Port 138 (UDP) - NetBIOS datagram service 

· Port 139 (TCP) - File and printer sharing and smbd 

· Port 389 (TCP) - for LDAP (Active Directory Mode) 

· Port 445 (TCP) - NetBIOS was moved to 445 after 2000 and beyond, (CIFS) 

· Port 901 (TCP) - for SWAT 

Warning: Running Samba over the Internet could pose a security risk. The system administrator should not open these ports (externally) without a full understanding of the possible security risks.

Article Reference
Article ID: 2452 
Last update: 07-01-04 

Issue: 

How do I remove a Samba server from a domain?
Resolution:

To remove a samba server from a domain do the following: 

1. Stop samba: service smb stop 

2. Remove the secrets.tdb file: rm -rf /etc/samba/secrets.tdb 

3. On a Domain Controller remove the machine name from the list of member servers. In Active Directory this will be in the computers section of your directory in Active Directory Users and Computers. In WinNT Domains this will be in Server Manager. 


Note: The netbios name for the samba server may continue to display in network neighborhood for some time until WINS updates. 

Article Reference
Article ID: 6147 
Last update: 09-09-05 

Issue: 

How do I get Samba to authenticate users against /etc/passwd? 

Resolution:

The Samba daemon can be configured to authenticate against the local authentication files. This type of authentication is useful for simple sites. Larger sites should consider using centralized authentication for a single password across many servers. 

To configure Samba to use the local password files, follow these steps: 

1. Edit the /etc/samba/smb.conf file and locate the [general] section. Add the line: 

encrypt passwords = no

2. Issue the following command:

service smb reload

3. If you are using Windows clients, you will need to configure them to send passwords in plain text. Below are the registry settings for Windows 95 and 98, Windows NT, and W2K/XP. 

4. windows95.reg

5. ========================

6. REGEDIT4

7. [HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\VxD\VNETSUP]

8. "EnablePlainTextPassword"=dword:00000001

9. ========================

10. windowsnt.reg

11. ========================

12. REGEDIT4

13. [HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Rdr\Parameters]

14. "EnablePlainTextPassword"=dword:00000001

15. ========================

16. windows2k.reg (also XP and 2003)

17. ========================

18. REGEDIT4

19. [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\lanmanworkstation\ 

20. parameters]

21. "EnablePlainTextPassword"=dword:00000001

22. ========================

23. After modifying the registry, reboot the Windows system(s), then try to log in to the Samba service.

Article Reference
Article ID: 3478 
Last update: 08-03-04 

Issue: 

Why is the graphical Samba utility (redhat-config-samba) failing to start when I click Main Menu, System Settings, Server Settings, then Samba? 

Resolution:

Release Found: Red Hat Enterprise Linux 3 
Samba version: samba-3.0.4-6.3E 

Symptom:
The Samba graphical utility fails to start whenever it is selected using: 

Main Menu --> System Settings --> Server Settings --> Samba 

If the utility is started using redhat-config-samba the following error message appears: 

	Traceback (most recent call last): 

  File "/usr/share/redhat-config-samba/redhat-config-samba.py", line 20, in ? 

    mainWindow.MainWindow(debug_flag) 

  File "/usr/share/redhat-config-samba/mainWindow.py", line 58, in __init__ 

    self.samba_data = sambaParser.SambaParser(self) 

  File "/usr/share/redhat-config-samba/sambaParser.py", line 24, in __init__ 

    self.parseFile() 

  File "/usr/share/redhat-config-samba/sambaParser.py", line 55, in parseFile 

    token = self.createToken(line) 

  File "/usr/share/redhat-config-samba/sambaParser.py", line 127, in createToken 

   token = sambaToken.SambaToken(sambaToken.SambaToken.SAMBA_TOKEN_KEYVAL, 

(name, value), self.parent) 

  File "/usr/share/redhat-config-samba/sambaToken.py", line 20, in __init__ 

    raise AttributeError, value 

AttributeError: ('cups options', 'raw')

      




Solution:
Some changes were made recently to the Samba package to improve printing support. Among the changes were the addition of the following lines in the /etc/samba/smb.conf file: 

	printing = cups

cups options = raw

      




When the graphical tool is started it parses the contents of the smb.conf file. The program does not understand the cups options = raw line and the program fails to start. 
As a workaround, edit the /etc/samba/smb.conf file in your preferred text editor and place the '#' character beside the line cups options = raw. This will comment out the line. When the graphical tool is started, the line will not be parsed and the Samba graphical tool will start up normally. The new line will look like this: 

	# cups options = raw

      




Save this change then attempt to restart the Samba graphical utility. 

Article Reference
Article ID: 3440 
Last update: 08-02-04 

Issue: 

How do I back up a Samba share? 

Resolution:

smbtar is a shell script for backing up SMB shares directly to UNIX tape drives and is similar to the tar command. 

An example of its usage is below: 

	smbtar -v -s [server] -p [password] -x [share] -u [username] -t [tape/filename]

      




If a filename is provided after the -t switch the resulting file is a tar archive file. 

See the man page for further information: 

man smbtar

Article Reference
Article ID: 4730 
Last update: 04-08-05 

Issue: 

After adding SMB users in the Samba graphic interface they do not appear. 

I tried to add them again, but the system states they already exist. I looked and the users do exist, but why do they not show up in the graphic interface?

Resolution:

This behavior is due to changes made to the smbpasswd utility by Samba.org in Samba version 3.0.6, in order to enhance the security of the utility. The changes made impact the ability of smbpasswd to change a Samba user's password on the command line. Versions 1.0.16-2 and prior of the redhat-config-samba utility are known to be affected by this change in the Samba source code.

This issue has been assigned Bugzilla ID 137083 and the status of this issue can be monitored at the following URL:

http://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=137083
As a workaround in the meantime, use smbpasswd as root from the command line to set or modify Samba passwords for your Samba users.

Here are some examples:

To add a new Samba user named joe (and set their Samba password): 

# smbpasswd -a joe

New SMB password:

Retype new SMB password:

To modify an existing Samba user's Samba password (using the example joe user again): 

# smbpasswd joe

New SMB password:

Retype new SMB password:

Remember that in workgroup-type Samba networking setups, a network user connecting to the local system also needs to have a system user account with the same name or at least have a usermap entry in /etc/smbusers to map that network username to a different existing system account. You may need to add the user via useradd before setting the user's Samba password with smbpasswd. 

· For further information regarding the smbpasswd utility, refer to the smbpasswd man page: 

man smbpasswd

· Excellent Samba documentation is also available in PDF and HTML formats, on any system which has the samba RPM installed, in the following directory: /usr/share/doc/samba-<version>/docs 

Configuring Samba
http://www.redhat.com/docs/manuals/linux/RHL-8.0-Manual/custom-guide/s1-samba-connect-share.html

Samba uses /etc/samba/smb.conf as its configuration file. If you change this configuration file, the changes will not take effect until you restart the Samba daemon with the command service smb restart. 

The default configuration file (smb.conf) in Red Hat Linux 8.0 allows users to view their Linux home directories as a Samba share on the Windows machine after they log in using the same username and password. It also shares any printers configured for the Red Hat Linux system as Samba shared printers. In other words, you can attach a printer to your Red Hat Linux system and print to it from the Windows machines on your network. 

To specify the Windows workgroup and description string, edit the following lines in your smb.conf file: 

	workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER


Replace WORKGROUPNAME with the name of the Windows workgroup to which this machine should belong. The BRIEF COMMENT ABOUT SERVER is optional and will be the Windows comment about the Samba system. 

To create a Samba share directory on your Linux system, add the following section to your smb.conf file (after modifying it to reflect your needs and your system): 

	[sharename]

comment = Insert a comment here
path = /home/share/
valid users = tfox carole
public = no

writable = yes

printable = no

create mask = 0765


The above example allows the users tfox and carole to read and write to the directory /home/share, on the Samba server, from a Samba client. 

Samba Passwords

In Red Hat Linux 8.0 encrypted passwords are enabled by default because it is more secure. If encrypted passwords are not used, plain text passwords are used, which can be intercepted by someone using a network packet sniffer. It is recommended that encrypted passwords be used. 

The Microsoft SMB Protocol originally used plaintext passwords. However, Windows 2000 and Windows NT 4.0 with Service Pack 3 or higher require encrypted Samba passwords. To use Samba between a Red Hat Linux system and a system with Windows 2000 or Windows NT 4.0 Service Pack 3 or higher, you can either edit your Windows registry to use plaintext passwords or configure Samba on your Linux system to use encrypted passwords. If you choose to modify your registry, you must do so for all your Windows NT or 2000 machines — this is risky and may cause further conflicts. 

To configure Samba on your Red Hat Linux system to use encrypted passwords, follow these steps: 

1. Create a separate password file for Samba. To create one based on your existing /etc/passwd file, at a shell prompt, type the following command: 

	cat /etc/passwd | mksmbpasswd.sh > /etc/samba/smbpasswd


2. If the system uses NIS, type the following command: 

	ypcat passwd | mksmbpasswd.sh > /etc/samba/smbpasswd


3. The mksmbpasswd.sh script is installed in your /usr/bin directory with the samba package. 

4. Change the permissions of the Samba password file so that only root has read and write permissions: 

	chmod 600 /etc/samba/smbpasswd


5. The script does not copy user passwords to the new file. To set each Samba user's password, use the command (replace username with each user's username): 

	smbpasswd username 


6. A Samba user account will not be active until a Samba password is set for it. 

7. Encrypted passwords must be enabled in the Samba configuration file. In the file smb.conf, verify that the following lines are not commented out: 

	encrypt password = yes

smb passwd file = /etc/samba/smbpasswd


8. Make sure the smb service is started by typing the command service smb restart at a shell prompt. 

9. If you want the smb service to start automatically, use ntsysv, chkconfig, or Services Configuration Tool to enable it at runtime. Refer to Chapter 13 for details. 
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	Tip

	 
	Read /usr/share/doc/samba-<version>/docs/htmldocs/ENCRYPTION.html to learn more about encrypted passwords. (replace <version> with the version number of Samba that you have installed). 


The pam_smbpass PAM module can be used to sync users' Samba passwords with their system passwords when the passwd command is used. If a user invokes the passwd command, the password he uses to log in to the Red Hat Linux system as well as the password he must provide to connect to a Samba share are changed. 

To enable this feature, add the following line to /etc/pam.d/system-auth below the pam_cracklib.so invocation: 

	password required /lib/security/pam_smbpass.so nullok use_authtok try_first_pass


Article Reference
Article ID: 5492 
Last update: 05-13-05 

Issue: 

How can I automatically create system accounts for network users connecting to a Samba server? 

Resolution:

While joining a Samba server to the domain does alleviate the server's need to have local Samba passwords set, Samba still must have a local system user to map a connecting network user to. This is necessary in order for Samba to determine whether to grant or deny access to the resources requested by the connecting user, based on the mapped local user's uid and group memberships, as well as the share and filesystem permissions.

Fortunately, Samba has two methods of dynamically adding system user accounts, so that the sysadmin does not have to manually create them for each domain user that will connect to the Samba server.

Add User Script

Using add user script is probably the simplest option of the two, as it only requires one configuration option.

The add user script Samba configuration option can be used in the [global] section of the /etc/samba/smb.conf file.

Some examples are given below:

# if you only want the accounts created but do not want the users to have a real

# login shell or their own home directory on the server, use something like this:

# add user script = /usr/sbin/useradd -g smbusers -s /bin/false -d /dev/null -M %u

# if you want to the domain users to have a real login shell and a home directory

# on the server, use something like this instead:

add user script = /usr/sbin/useradd -g smbusers -s /bin/bash %u

The add user script function will create a connecting user's system account with if can they successfully authenticate first and the account does not already exist in /etc/passwd. Unless configured otherwise (such as in the first example above), the user's home directory will be created as /home/<username>.

Note that the examples shown above instruct Samba to set the created user's primary group to a group named smbusers, which is not a group that exists by default on a Red Hat Enterprise Linux server. This can be changed to any valid group name on your server or you can create a group on the server with the groupadd command, such as groupadd smbusers.

Also note that this functionality will not set a system password for the user's account, which would be necessary before such a user could actually login on the server in non-Samba ways (Samba uses their domain account password for authentication, which is authenticated by the domain controller). If the sysadmin desires the user to have a system password, one will need to be set with the passwd utility. See the passwd man page for details, man passwd.

Winbind

Winbind is often considered the more elegant method of automating the creation of account information on the system for domain users and groups, although it should be pointed out that Winbind does not actually create these users and groups by adding them to /etc/passwd and /etc/group respectively. Simply described, it "inserts" them into the list of system users and groups instead with its own NSS (Name Service Switch) module, provided that the /etc/nsswitch.conf file has been edited appropriately. The users and groups do not actually exist on the system, but they can be used in Samba-related ways such as share permissions and file and directory ownership as if they actually are system users and groups.

Winbind is a separate service and must be properly configured by editing the /etc/samba/smb.conf and /etc/nsswitch.conf files appropriately. Other articles exist in the Red Hat Knowledgebase which contain detailed information on how to set up the Winbind service.

Which option is better?

Each of these two options have their merits. 

· add user script is definitely easier to setup correctly and certainly more reliable, however, system passwords need to be set manually if they are to be used and there is no built-in mechanism for removing expired domain accounts from the system password database. Expired accounts would need to be manually removed from the local account database by the sysadmin. 

· Winbind keeps the domain users and groups synchronized pretty well with the actual accounts on the domain controller. But using Winbind-enumerated accounts for anything more than Samba share permissions and file or directory ownership involves a lot of manual configuration, and is not always reliable due to its dependence upon communications with domain controllers for proper function. Note also that use of Winbind for PAM-based system authentication is possible, but not supported by Red Hat. 

With all of these factors considered, add user script may be the best option overall, especially if domain users need real logins and home directories on the Samba server.

For more information regarding Samba and Winbind configuration, we would recommend the following sources of information: 

· The Samba documentation contained in /usr/share/doc/samba-<version>/docs, on any Red Hat system with the base samba RPM installed. Complete illustrated reference manuals are provided in both PDF and HTML formats in this directory. 

· The smb.conf man page, viewable by running the command man smb.conf. 

