# Firewall configuration written by lokkit

# Manual customization of this file is not recommended.

# Note: ifup-post will punch the current nameservers through the

#       firewall; such entries will *not* be listed here.

*filter

:INPUT DROP [0:0]

:FORWARD DROP [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -i lo -j ACCEPT

-A INPUT -i eth1 -j ACCEPT

-A INPUT -m state --state INVALID -j DROP

-A OUTPUT -m state --state INVALID -j DROP

-A FORWARD -m state --state INVALID -j DROP

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT 

-A OUTPUT -m state --state ESTABLISHED,RELATED -j ACCEPT 

-A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT 

-A INPUT -p icmp --icmp-type echo-request -j ACCEPT

-A OUTPUT -d 202.144.50.4 -m state --state NEW -p udp --dport 53 -o eth0 -j ACCEPT

-A OUTPUT -d 202.144.13.50 -m state --state NEW -p udp --dport 53 -o eth0 -j ACCEPT

-A FORWARD -d 202.144.50.4 -m state --state NEW -p udp --dport 53 -o eth0 -j ACCEPT

-A FORWARD -d 202.144.13.50 -m state --state NEW -p udp --dport 53 -o eth0 -j ACCEPT

-A OUTPUT -d 0/0 -m state --state NEW -p tcp -m multiport --dport http,https -o eth0 -j ACCEPT

-A FORWARD -d 0/0 -m state --state NEW -p tcp -m multiport --dport http,https -o eth0 -i eth1 -j ACCEPT

-A OUTPUT -d 0/0 -m state --state NEW -p tcp -m multiport --dport smtp,pop3 -o eth0 -j ACCEPT

-A FORWARD -d 0/0 -m state --state NEW -p tcp -m multiport --dport smtp,pop3 -o eth0 -j ACCEPT

COMMIT

*nat

-A POSTROUTING -o eth0 -j SNAT --to 221.134.66.23

-A PREROUTING -i eth0 -p tcp -d 221.134.66.23 --dport 80 -j DNAT --to 192.168.1.1:5448

COMMIT

