Respected Sir,

I am a final year student doing my project at Space Application Center, ISRO, Ahmedabad, India. Our project involved userspace queuing of packets in which I have few problems. Our test setup is as follows: -

Our setup consists of 2 gateways using 2 NIC and local network at both the ends. There are different address families on the NICs at the gateway of each end. The gateways are connected through a cross cable. The basic setup is as shown below: -





Here the IP-Addresses given to the NICs are: -

GATEWAY1: -

eth0 – 17.16.2.1

eth1 – 192.170.1.101

LOCAL NETWORK 1

eth0 – 192.170.1.102

GATEWAY2: -

eth0 – 17.16.2.2

eth1 – 192.170.2.101

LOCAL NETWORK 2

eth0 – 192.170.2.102

The Objective and our problem: -

We are interested in forwarding IP packets originating from one network to the other through our program using the above setup. We are using iptables and libipq for forwarding IP packets. We were successful in forwarding unicast (TCP, UDP, ICMP).   We are not able to forward the multicast packets.

Here we have tried to queue the packets for the other network at the gateways using the following rules: -

iptables –A INPUT –d 234.5.6.7 –p udp –j QUEUE

iptables –A INPUT –m pkttype –pkt-type multicast –j QUEUE

iptables –A FORWARD –d 234.5.6.7 –p udp –j QUEUE

iptables –A FORWARD –m pkttype –pkt-type multicast –j QUEUE

But our application was not able to receive these packets that were queued. Using iptables we were able to queue and receive unicast packets into our program for processing. But queuing multicast packets isn’t working.

Basically our program would read the queued packets using libipq and it then issues a verdict NF_STOLEN which tells the kernel to forget about the packet. The libipq functions used are: -

ipq_create_handle(0, PF_INET);

ipq_set_mode(h, IPQ_COPY_PACKET, BUFSIZE);

ipq_read(h, buf, BUFSIZE, 0);

ipq_message_type(buf)

ipq_set_verdict(h, m->packet_id, NF_ACCEPT, 0, NULL);

ipq_destroy_handle(h);

The packet is then entirely in the control of our program. All this is working fine with unicast but multicast packets are not getting queued and coming into our application.

We have also observed another thing. We started a multicast transmission from local network 1 (see figure) and we put a multicast receiver program at gateway 1. This was done before setting up the above-mentioned iptables rules. Once the iptables rules are set then the receiver program stops receiving the multicast data. This should be fine as it shows that the multicast data has been put in queue. But at this juncture my code handling the queued packets must receive these queued packets. But it doesn’t receive any. What could be the problem?? 

All these work fine with unicast but it fails with multicast. Am I missing something? Kindly help. 

Thank you for your time,

Deepesh Nambiar. 
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