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Pre requisites: 

a. Knowledge of Apache web server

b. Knowledge of Apache modules and concept of plugins.
Overview:
We have a dynamic module that provides the functionality of authentication. This module was written for various web servers like IIS5.0, IIS6.0, Apache1.3, etc. We wanted this module to be supported for Apache2.0.

Following are some of the roadblocks that we faced while porting the module from Apache1.3 to Apache2.0.

Issues Faced:
1. Changes to the module-info structure:

In Apache1.3, registration of module’s handlers was done automatically by server by reading the module info while loading the module i.e. handlers were specified as part of the module info.

Eg: Refer: mod_example.c provided with Apache1.3 source

module MODULE_VAR_EXPORT example_module =

{

    STANDARD_MODULE_STUFF,

    example_init,               /* module initializer */

    example_create_dir_config,  /* per-directory config creator */

    example_merge_dir_config,   /* dir config merger */

    example_create_server_config,       /* server config creator */

    example_merge_server_config,        /* server config merger */

    example_cmds,               /* command table */

    example_handlers,           /* [9] list of handlers */

    example_translate_handler,  /* [2] filename-to-URI translation */

    example_check_user_id,      /* [5] check/validate user_id */

    example_auth_checker,       /* [6] check user_id is valid *here* */               All the hooks 

 are listed in    

 module info.

    example_access_checker,     /* [4] check access by host address */

    example_type_checker,       /* [7] MIME type checker/setter */

    example_fixer_upper,        /* [8] fixups */
    example_logger,             /* [10] logger */

};

In Apache2.0, the module info only contains references to four handlers for the predefined hooks used for configuration purpose only. All other hook handlers are registered by calling register_hooks function.

Eg: Refer: mod_example.c provided with Apache2.0 source

module AP_MODULE_DECLARE_DATA example_module =

{

    STANDARD20_MODULE_STUFF,

    x_create_dir_config,    /* per-directory config creator */

    x_merge_dir_config,     /* dir config merger */

    x_create_server_config, /* server config creator */

    x_merge_server_config,  /* server config merger */

    x_cmds,                 /* command table */

    x_register_hooks,       /* set up other request processing hooks */

}; 
//Hooks are listed in register_hooks in case of Apache2.0

static void x_register_hooks(apr_pool_t *p)

{

    ap_hook_pre_config(x_pre_config, NULL, NULL, APR_HOOK_MIDDLE);

    ap_hook_post_config(x_post_config, NULL, NULL, APR_HOOK_MIDDLE);

    ap_hook_open_logs(x_open_logs, NULL, NULL, APR_HOOK_MIDDLE);

    ap_hook_child_init(x_child_init, NULL, NULL, APR_HOOK_MIDDLE);

    ap_hook_handler(x_handler, NULL, NULL, APR_HOOK_MIDDLE);

    ap_hook_quick_handler(x_quick_handler, NULL, NULL, APR_HOOK_MIDDLE);

    …

}

2. Changes to the configuration management handlers:

The configuration management handlers have the purpose to allocate memory for configuration data read by the command handlers 
For example if want to read a configuration file mentioned in httpd.conf file. Then we must write a configuration handler for setting the config file. This handler should be capable of setting the path of the configuration file into the serverinfo structure of our module.

Eg: If we want to set a name value pair for configuration file in https.conf:

Changes in httpd.conf:

httpd.conf

…

option_file /home/abc.conf

…

Changes in module code:

static const command_rec module_config_cmds[] =

{

  /* Server wide configuration commands */

  AP_INIT_TAKE1( "option_file",

module_set_file_config, NULL,

    RSRC_CONF,

    "option_file value"

  ),

…

const char *module_set_file_config(cmd_parms *cmd, void *dcfg, const char *arg)

{

  const char *err;

  if ((err = module_cmd_check_aidx_max(cmd, arg))) {

    return err;

  }

  return NULL;

}

static const char *module_cmd_check_aidx_max(cmd_parms *parms, const char *arg)

{

    moduleSrvInfo *sc = GET_MODULE_SRV_INFO(parms->server->module_config);

    const char *err;

    if ((err = module_cmd_check_file(parms, &arg))) {

        return err;

    }

    sc->option_file = arg;

…

}

where moduleSrvInfo is a structure that stores server wide data related to the module.
3. Setting the global context:

In Apache1.3, ap_ctx_get/ap_ctx_set were used to get the global context from apache server and set the global context into the apache server respectively. These APIs no longer exist in Apache2.0.

Eg: Retrieving and setting the global context in Apache1.3

Retrieving the global context:

mc = (moduleModConfigRec *) ap_ctx_get(ap_global_ctx, "MODULE_CONFIG_KEY")

Setting the global context:

ap_ctx_set(ap_global_ctx, "MODULE_CONFIG_KEY", mc);
In Apache2.0, we retrieve the global context data using API “apr_pool_userdata_get”. This API retrieves the global context related data from the current pool. We need to pass the key for the data to be retrieved. Similarly, we can set the global context in Apache2.0 using API “apr_pool_userdata_set”.

Eg: Retrieving and setting the global context in Apache2.0

Retrieving the global context:

myModConfigRec *mc;

apr_pool_userdata_get((void *)&mc, MODULE_CONFIG_KEY, pool);

Setting the global context:

apr_pool_userdata_set(mc, MODULE_CONFIG_KEY, NULL, pool);

4. Rendering the html page onto the browser:

One of the issues that we faced while porting a module onto Apache2.0 was that a page was never rendered on the browser even though the request was completed successfully.

To overcome this issue we wrote a function that renders html pages onto the browser. This function gets the path of the page to be displayed from the request_rec structure. It then reads the page into a buffer. We then write the buffer into the request using the “ap_rwrite” API provided by Apache2.0.
Eg: Rendering the html page:

Calling the function to render the page:

…
Creating a sub-pool
apr_pool_create(&mypool, req->pool);

temp = RenderPage(&buf1, mypool,req->filename);

…

…

Writing the buffer into the current request

…

ap_rwrite(buf1, strlen(buf1), req)

…
…

Destroying the sub-pool created above

if(mypool)

  {

    apr_pool_destroy(mypool);

    mypool = NULL;

  }

int RenderPage(char **outBuf, apr_pool_t *pool, char *filename) {

…

…

}
The function RenderPage, internally reads the page into a buffer. API “apr_pcalloc” is used by this function internally to allocate memory for the buffer.
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All the hooks are listed in    


x_register_hooks








